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1-1-1 Event Log Type: Such as System, Security, Audit,
Kernel, Authorization, Malil, etc.

1-1-2 Location of the event or source/system of the log.
1-1-3 Date and Timestamp of the event log.

1-1-4 Event Status: Success, Failure, Up, Down, Allow,
Deny, etc.

1-1-5 Event Severity: Emergency, Alert, Critical, Error,
Warning, Notice, Informational, etc.

1-1-6 Event Message: Actual message of the event.

i Y ) gie g addiiall Jie ol (Gaaty Wafia S3al) 8 Audlia) Jaalds ) 0
Baie g Al jalic 5 diga ol dia g o)) sic 5 ¢ Hdadll ddiag

Additional details shall be included in logs wherever
applicable, such as user, source address/port, destination
address/port, and other useful elements.

2-1
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The information and technology asset shall be synchronized to 1-2
at least three redundant central time servers within

milliseconds.
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All the events specified under these control requirements shall
be logged:

3-1-1 Successful login attempts.

3-1-2 Unsuccessful login attempts, along with the
identification of whether the login attempt involved an
invalid password.

3-1-3 All logoffs.

3-1-4 Additions, deletions and modifications to user
accounts/privileges.

3-1-5 Users switching IDs during an online session.

3-1-6 Attempts to perform unauthorized functions.

3-1-7 Activities performed by privileged accounts.

3-1-8 Modifications to system settings (parameters).

3-1-9 Read or write access to protected information, where
there is a potential for theft of that information.
3-1-10  Exfiltration of materials related to protected

information outside <entity name>.

3-1-11  Detections in inbound and  outbound
communications for unusual or unauthorized activities
including the detection of malware (such as malicious
code, spyware, and adware).

3-1-12  Additions, deletions and modifications to
security/audit log parameters.

3-1-13  Faults (technical problems in information and
technology assets) that could potentially be attributed
to a security event.

3-1-14  Activation or deactivation of activities by a specific
service.

3-1-15  System crashes or restarts.

3-1-16  Password changes.

3-1-17  Enablement of all critical systems logs.

(Event Sources) <Yl jlae
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The event log sources and logging systems shall be configured 1-4
to transport logs over reliable and commonly used event log
transport protocols such as syslog, Windows Instrumentation
Interface (WMI), SNMP traps, etc.
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AalaY) dial) L g i) ool g Aol ) Al ol claal 11-2-4

ol ol

* (Query Logging) <iolediv¥) Jand Jwii 12-2-4

daalill (e @lly (K4l Léa (Domain Name System) <iilad)

Industrial ) eliall Kaill okl ald ) Glaal) cMas 13-2-4

.(Systems Control

All event logs shall be collected from the sources specified
under this requirement:

4-2-1

4-2-2

4-2-3

4-2-4

4-2-5

4-2-6

4-2-7

4-2-8

4-2-9

Systems, including Operating Systems, Databases,
Storage, Networks, Applications, etc., covering
system events and security/audit logs.

Critical Systems, including Operating Systems,
Databases, Storage, Networks, Applications, etc.,
covering system events and security/audit logs.

Events of privileged accounts.

Logs generated in the events of Internet browsing,
Internet connections and Wi-Fi connections.

Events generating from data transfer to external
storage.

File Integrity Monitoring (FIM) event logs.

Event logs generated from system configuration
changes, system updates and patches, and
application changes.

Abnormal activities such as those detected by
Intrusion Prevention System (IPS).

Events generated by security solutions including
Antimalware, Remote-Access Technologies (such as
Virtual Private Network VPN), Web Proxies,
Vulnerability Management Software, Host Intrusion
Prevention System (HIPS), Authentication Servers,
etc.

4-2-10 Events generated by perimeter devices including

firewalls, routers, traffic managers, etc.

aiaill il
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4-2-11 Events generated by virtualization environments
and their underlying tools and infrastructure.

4-2-12 Enable Domain Name System (DNS) query
logging wherever technically applicable.

4-2-13 Event logs generated by Industrial Control
Systems (ICS).

(Events Monitoring) syl 48

el a3 G35 AW 84 2 eae e Lol ol cais gl

Jalrill (e Agall wiag ASuEl) 3 4y 7 Jeme e b ol @S e (Rl aae Sl
Bsha ST mual g Bl G U8 da sadiall Elaal) ae danliall 45 Ll sl

4y sllaall el sa Yl
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u\f<2-@j‘eﬁﬂ‘>@\uu:\} éjbﬁkﬂ}h}i@t)@ﬁd}d}@‘g)m
Loa sy 0l 3380 50 YA e JUE Jis e dulaad) o)) jaa e 5 jabuall Cilguul)
paibad s (Jsa sl Aglae blal Jie gAY abaill il s 48 50 P& e

led ) e la e g «J pa §ll

Security event alerts generated from firewalls shall be 1-5
reviewed on a daily basis to detect any unauthorized access

attempts or unusual behavior. <Entity nhame> can monitor

alerts from firewalls, for example, by observing logs daily or by

observing other system aspects such as access attempt

patterns, characteristics of access, etc.

e g omadll e ASLLO) Jsa l) Dol CalS) elld g ASLLOUN ASull) 481 e Jpndi

Clgal) 225 Gl e 5 il jall quzalal) laill o gas TSI cl LAY 5 lats S8

ol ) Ay 4 Ly g 7 paddl e AL VL) e Gannll Al 5 glad

Gllead) 038 5 gy = adl e AL Jpall Lli o A8 e Gllee

Sl s i 5 Al slas Jgual S (55883 ) Jgeal) o T i Y dpnssal

Lalis Juail axe e @aaill @llig 6 )5 puall vie Ll 7 s dad) gl ghlid) Gl 2-5
Al L ¢ el e KL J goa

Wireless network monitoring shall be enabled to detect
unauthorized wireless access points. Wireless signals may
radiate beyond the confines of organization-controlled
facilities. Organizations shall proactively search for

SERLE
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unauthorized wireless connections including performing
thorough scans for unauthorized wireless access points.
Scans shall not be limited to those areas within facilities
containing information and technology assets, but also shall
include areas outside facilities as needed to verify that
unauthorized wireless access points are not connected to the
systems.

(Host-based Monitoring Mechanisms) —aaivall 48 j bl Gulas
53K oy Al kol 3 Al 5 Al shaal) (J 5D A8l el e
a3l i) Lle Cinaiosal) 48 ye ] Gk (Sad 1 Al 5 Age sheall J pea)

A ganall 3362V eadiivall 5 3eal
Host-based monitoring mechanisms shall be implemented on
endpoint system components for high-risk information and
technology assets. Information and technology asset
components where host-based monitoring can be
implemented include servers, workstations, and mobile
devices.

Signature-based ) &bl 5 calall cay yai cale e Aaildl) 48] jall Ll Gadas
CoiS 48 g Dl il Baliaall zal il Jie ¢(Behavior-based Code and
(Endpoint Detection and Response) & lainy)s 44 yhll el
Lila sleddl Jsa¥) e (APT T0OIS) 5 paisall Lasiiiall calayagill (i€ <l 5ol g

Al el yall ey CaiST Al

Signature-based and behavior-based code monitoring
mechanisms (such as Antivirus, EDR, and APT tools) shall be

implemented on information and technology assets to detect
malicious code.

- inse (S & gld) 5 Gy pail e Lo L3l A1yl il Cunat Alal o laia

Signature-based and behavior-based code monitoring
mechanisms shall be kept current with all available signatures
or indicators.

L 1) allaill dpa jlall clisSall o cVUaiy) degliad 48) pall 5 jeal
Jaly Al ddhiall clgal 1) Lt )l Alalal bl ey (alail
e sbrall a3l oy ol LIS 5 gad) GLESY (Al 5 Ale slaall J guaY)
LSall o) 3280 U Js o <Agadl aul> g Al Aads) (e Ba3sa g1l aii g
i3 e L) g sl (S Al AadaiY) o G

T
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Monitoring devices shall be deployed to monitor
communications at the external boundary of the system (e.g.,
system perimeter) and at key internal boundaries (e.g.,
logical/physical interfaces within the information and
technology asset) to discover anomalies, detect covert
exfiltration of information and track specific types of
transactions of interest to <entity name>. For example,
Network segments where systems that are accessible from the
Internet are located.

Aile slaall J sea) e 3385a]) Claagdl G piie e ol AE) yall ol ol gulas
Aol cnn ) o255 15 KGRI AN, L alal) 4
Monitoring tools shall be employed to detect indicators of 7-5

denial of service attacks against <entity hame>’s information
and technology assets and infrastructure.

(Event Alerting) <ulaa¥l 4l

<dgall aul> 3 Gurinal) Galelall &30 5 Claa YL 4l dpald Jasca 5 i (0 S
Aol e 58 LSl il il g ae Jalil) (e ) it Ly

Elaa¥) ae Jaladl) Y Jomasil) Akl 8 Claa L 4l dpals Jasa pae o 8 LAl
LS e Jalaill pae sl Adals 38yl 45V Alaiaal)

2y sllaall Cale) Yl

3adaall 4yl 480 jall Cilaal g 85 vie Al g dle gleall J sal gl o)
aine s b ol dalaial) <l gl i gise sligind yie i/ 5 e

Alerts for information and technology assets shall be 1-6
generated when previously defined security monitoring events

occur and/or thresholds for indications of potentially malicious

activity are met.

Qs g 55 SSIY) g 5l Sy b Lay ccppminall Claladl §30Y 4pl il Lo
L e s Al pall Ll dadail 5 5yl dpaill
2-6

Alerting methods, including email, SMS, video wall systems,
etc., shall be configured to notify the appropriate personnel.

(Alert Threshold) 4sl i siee -
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Specific thresholds for alerting on security monitoring events 1-7
shall be identified and documented. Thresholds shall be

periodically revised and updated to stay current with trending
security attacks.

(Firewall Event Alerting) 4leall jlas ge 453l Culaa aqsl

Ol o Al s Alaiacal) a1 Calaa¥) ae Jalill (ala 5l Cpimall cpplalall & 30)
Alaall

<Agall anl> b djleall Hlaa e Al ElaaYl Gaieall Calalall €300 &5 ol ()

Al JlaiDl Ly 7 el e Alaiaal) d3pal) GV slaally 44 50 e 0685 Ol Dbl

<Agall aul> Jlec (m3eiins dAjlaall las (313580 e Laliill 1aa & 13 My g aiaal)
i) Galall e Al 3 jla yhaladl

4 slhall e jaY)
L Addeial) GlaaYU Guixadl Calelad) 4y giil 40 pall ol ol ol cilgusil) Jana
Adlaall jlaa e daalill

Alarms or monitoring tools shall be configured to alert the 1-8
appropriate personnel of security-related events originating
from the firewall.

(Application Event Alerting) <liukil) ce 4l claal 4l

Al g S Lo 7 deaall e Aiil g el Elaal) Juasi s (5455 (e S aagll

anl>y Lalal) ikl ddlaid) 4y ) saall laaY) Gany Jisasi (55 peall
Lgiada a5 Gadailly daleiall sl sall Joaass <Hgall all> e H3a3 13 ‘<awp,s\
o Al Ealsall e Al hlad) aal) el o dalall clllie
deall Jeel e g )5 cgadail) 6 L5 gan Jainall gy = Samall yue 5 303a20)

alall 3y shad (5 sl e 2l
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1-9
All client requests and server responses shall be logged.
il g daalil) pe g Aaalill Gl Y glae 1Jie) ) Gla slra apen Qi
(Had) e
- - - 2-9
All account information (e.g., successful and failed
authentication attempts and account changes) shall be logged.
58 8 st il Abail) e i) alaiuyU Adaid) Cileshedl g Jid
(Ae
. . . 3-9
All usage information (e.g., the number of transactions
occurring in a certain period) shall be logged.
ey clanhil)l @Me)y Jdudi 1di) dagal Llsddll SlelaY) aea dand
(@linkall Glalae ) Ao @l juaal) 5 cildpdail)
All significant operational actions (e.g., application startup and 4-9
shutdown, application failures, and application configuration
changes) shall be logged.
(Malware in Communication <¥laiyl & 5 lall claall 48 5 10
Monitoring)
LBl Y1 5 Gl el s Andl) el sl e 1dia) 3Ll Clima ll 3 5a g 2aa gl
< . w 9
el dgas @y 6 Lay Al 43 7 jeae e alainl gl RSS2y Q1 1) e
W‘}Iﬁﬁuidﬁﬁ_}@\@lﬂuﬂ\dﬁ}%\)dé&<1@Aj‘eu\>ujﬁujcﬁJL~aj\ A liadll
il a5 il o gaa shadllelae (yaay
%}M\ Q\;‘_)_A:}f\
J..L).\S\ d:\Lu:‘) dia) <agall a.uz‘>_1 ialall E‘)JL-A.“_, BJ‘)\‘,M OYLaiY) 44l e
soball il e a5l Glaal (peaill Cillae 5 438 el bl g iSIY)
(Asleall el all 5 aleadll al a5 3 jlucall Cilia all 1 Jia)
1-10

Inbound and outbound <entity name>’s communications (such
as emails, file attachments, downloads) shall be monitored for
malware (such as malicious code, spyware and adware).

Caaill yid)
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(Event Log Review Analytics) <laa¥) Jaw daal o cOLlaS

sl GaY) A jay Elaal) Sl 5 sy Jall Jilat g o S

||l

Yl gl Alaiull a3y ety A sl 3laiY) GliK) s (SIEM) Cargll
AV Al Akl @y st 3l Cilaagd) (aES5 pull
Al bl e e Sl el ) ga g Gilaal CaSS G (Kall axe e
Agil) g Ale sleall J sea¥) @il ) (a5 Las 4l yund) Clangll daadle aae (e Ve
<4gall e.u\>_\ IONEN|
:K.UM\ el sy
dal e (o mall ) A8 ey Ealaal1 Ela 3 ) alas ) Ealaa¥) anas Jls )
Lele dill s Lpuar LeiBle 5 W) i Jalady <Blaall 3 )|
All event logs shall be forwarded to a centralized log analytics 1-11
or Security Information and Event Management (SIEM) system
for log correlation, analysis and alerting.
A pidl Claally LS L) A pd Glaall Edlad Ay dxal e ) gl
Ledli)
_ _ 2-11
Regular review on SIEM shall be performed to monitor and
detect abnormal behavior and anomalies.
AL Calan Y a9 ) ) eV 481 e 5 Eilaa ) a5 i) alas Jasca
a4y ylay Leie Aol Eilaal) Julii 5 paadal
3-11
SIEM system shall be tuned on a regular basis to better identify
actionable events and decrease event noise.
Al 5 A syl alasinly Ty 50 gl 5 laal) Ol daal g
Event logs and alerts shall be periodically reviewed, using 4-11
manual and automated techniques.

Al 5 Al slaal) J sea Ailaial) 5 Ly & Geaaall e CilaaY) (e Cai)
Significant unauthorized activity related to information and 5-11
technology assets shall be detected.

Aullall 5 daled) Gliadiall cld aadtiall Gllua aladdu) ¢ g IS
6-11

Misuse of privileged user accounts shall be detected.
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(Log Conversion and Parsing) 4y Jaull i sas

Lalall Al 5 Agle sleall J eVl dileiall Calan) Clans muen L) 50 (ge KL
_L&niﬁuh%ﬁgﬂ\)&ﬁd\‘;chwjgélahﬁgidiﬁ<:\.ﬁj\ pnl>0

al> e )3 13 il 3 Ay ) sl Calaa¥) (any Jaaas (55 5 pall (1

Dhlaall sl I @l oa g cdagliall el Lgiada 3l Gulaal) Jas <dgall Shlad)

s ) 3 an Jaina) gy 7 eaall e 5 303adll ye Eilaal) e Al ildia)
Caalall ) sha 5 s e 2l deall el e figi s

L,M\ el sy

<:\.QA.“ ?‘“‘“‘>—’ aidll M\ (:LEJ (e :\A)::.Ld\ e O dﬂ);ﬂ C'_a\)di P\Jﬁu\
Dl dagena ol il dapa )
Log conversion utilities shall be used to convert logs 1-12

unsupported by <entity name>’s logging system to a standard
or supported log format.

Laseaall e dadai¥) (e Blad) o la iy Jalail) Sl 55 e Jamas el o (Gaakad

Al 2y
Logging software with parsing mechanisms shall be 2-12
implemented to retrieve logs properly from unsupported

systems.

(Continuous Monitoring) 3 il 48| yll

Aaii¥) e ol Ayl 5 Ale sheall Jgal) o prand 5 jaiosall 48 pal) Jinis
38 e Al el Ayle s e Jalial) 5 45l

A8 ye sa g pie i ad yy 38 (Lo g Anii¥) ode) gl e Aad Lgall i A 1Y) BVREA(
Apall dais) e CadSl aae i ey les (i) 13gd A8S f daadia Aldia)

Ay sllaall el sa Yl

g Al il gl QU Gy e S 30 5) 5 patasall 481 jall 1ok e ) 5y ghas
Ll slaall J sad (481 pal) d3lels lial) 5 Al ) 43l (Jandl (SUai 3 Lid) e

Aalall die Lfhaat g 4yl 1-13
A plan for the continuous monitoring (which includes
monitoring scope, frequency, and effectiveness testing) of the

Caaill yid)
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information and technology assets shall be developed and
configured, and it shall be updated if needed.

(Logging System Security) Jesill aUai ¢yl

fen GlS e @l L Qanastl) allai) dul) diadll ) Gal s dlea (o

; Casgl
L Land g ilaay) SOl
al> 8 Jaoil) pUai) dgail) dad) dlead o) ja) ol Jadl axe a5 O Saall (1 I
il Jyadl) Rl el il LS (0 cpaledl siisnd U RN
Leill s <Al and> 48l ) 4 2 heae e Jsasll Ll 35
:K.UM\ el )

Al a5 (1Y) L) 5 AuuaY) ol adl aps 1 Jie) 4y 50 dgial il jlisl) o) 5l
Sl aul> 8 dadiall AuaY) @l il 5 )
Regular security testing (such as vulnerability assessments 1-14

and penetration testing) shall be performed as per <entity
name>'s Vulnerability Management Policy.

liaail) 3l dubnd Gy Jiadl) Adail e 4y )0 cilinady cladla) s
Al e Caaad laca g (<Agall aul> 8 dadial ey

Logging systems shall be regularly patched and updated as 2-14
per <entity name>'s Patch Management Policy, and all
systems shall be up-to-date.

(@ose s M"Telnet" < &5 JS5i5 0 de bl lead (i) Jianll
Unnecessary/unrequired applications and services on logging 3-14

systems (e.g., printing services, telnet, etc.) shall be
removed/disabled.

o Opanilly i) saeldy ikl Gl 8 Ley Gl dadail (pant g Japa
U'_IL\\:LM 3ac1d u,oi )\TjMJ ed\;ﬂ uAi Jl:\M ‘_A‘\ &P)M @Jé d:u.ﬁﬂ‘ e\.k.\ (5 $hua
Sl aul> 8 paaiagll
Logging systems hardening, including application, database, 4-14
and operating system level hardening, shall be configured.

Refer to <entity name>'s Server Security Standard and
Database Security Standard.
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Access on logging systems shall be restricted to logging
system administrators only.

Ao e Jadetal) ye ff dacal Y1 Gllaall (s o) Cada

Default/non-interactive/unneeded accounts shall be
removed/disabled.

abiall 33nie A sell (e SRl AT Aty Jaadl) alaf WAy 8 ke ol )
el Ladail 1) J gl

Logging systems administrators and operators shall be obliged
to use multi-factor authentication to access the logging
systems.

Ladail Bdh 5 5 e iy A @l JLieY) s Gladlall (e (0 aad) Tase aladial
ol dadail o) i) Caliae ) J g sl < Sl Gl

The least-privilege security principle shall be used to provide
logging system administrators and operators with access to
different types of logging systems.

dcal 58 Aglaal) ASeal o 4 oY) dahaiall YA e Jaaesil) dadasY J pua o)) s
ki (Management VLAN) 4,12y

Access to logging systems shall be restricted to management
zone or management VLAN only.

e sl Ay pall pe cililae Y il Jail) 2l ailiad Jandi () 5 Cada
A

Unnecessary/unrequired logging system features and
configuration files shall be removed/disabled.

i pall pe claldl g A e 3K il Glald) ) J sea ol AKG) caas
AUl e

Access to unnecessary/unrequired network and file directories
shall be blocked.

AU AN G 5aal Il g 1) sea ol ans 58 3ea Y] oyl sua aladiiu
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Hardware controls shall be used and access to removable
media shall be blocked.
Lol daadia pol & e Elaal) Joaed dadail gral yy i

Logging systems software shall be installed on dedicated
servers.

o3g) b ~Landl 5 ASul) Ay (3lalia (e Alkaie JS 3 laal) gead daa ladiul
O e Bl guead Aalail g (538l Jamall AU ae Juaal il S Sl
AV e aul gl & g

.(DMZ ) sylaall dibiall & SIaY) panl dan s 1-14-14

 libl) 5ac 15 dihie & CaaY) aeal e s 2-14-14

kil dihie & SaY) pasd dme mas 3-14-14

A pal) Gloos dihie & EaaY) paal djae s 4-14-14

el dihis 8 Y peal das gy 5-14-14

3oyl dibio & CnY) pend e s 6-14-14

A log collector shall be implemented in each zone in the
network architecture, and only these collectors shall be
allowed to communicate with the centralized logging system or
logging aggregation systems. A log collector shall be placed,
at a minimum, in the following zones:

14-14-1 Place a log collector in the DMZ.
14-14-2 Place a log collector in the database zone.
14-14-3 Place a log collector in the application zone.

14-14-4 Place a log collector in the corporate services
zone.

14-14-5 Place a log collector in the user zone.

14-14-6 Place a log collector in the management zone.

(Monitoring System Testing and Review) 4l ! aUai Zaal ja sl

13-14

14-14

o2 2 mal) e Y addl (e Catll b Aol aall Gl Ll Llial
Al 5 4l slaal) Jpa¥) ) J gl
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4o gl el )
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Reviews and tests shall be performed by authorized 1-15
individuals on <entity name>'s security monitoring tools to

validate that they comply with <entity name>'s Cybersecurity

Event Logs and Monitoring Management Policy and
successfully meet the monitoring objectives.

(Retaining Event Logs) &Y clawy Ly

Lela aasad o o s il J3A £ Calaal) Elas Cada (ial Cargll

<Agall aul> et o) g Gaaaill of Leadas J8 4] CilaalV) Clas 83 13 Shalal)
L Aalall Al o Ale sheall J saal) (& i ) A Gand o dles (g Alaiaal)
‘L)LLA\ tll\;\_)_;:y\
(b Baainall Alalia V) el 5 o) Al G 55 1y 50 cdladl ol goilly HLal
<4gall sl >

Periodic backup of logs shall be performed as per <entity
name>’s Backup and Recovery Management Policy.

1-16

sl Al 1 5es 18 32y (J8Y) e T e 12 saal EulaalY) i oy aliiay)
aul> 8 sadinall () puall Y1 Al Gy (Jhal 5yl ol aaS Al
<dgal)
Event logs shall be retained for at least twelve (12) months for 2-16
all assets, and at least eighteen (18) months for critical assets,

or for a longer period, as per <entity name>'s Cybersecurity
Policy.

Laid @lly gy agl 7 Jaaall Greaiivall o o pan g Cilaa¥) s Cada g 4dd ) 4y
JsaYU Cimall G yaall 2 lasall 5 Dol aliia U 3odaall dyie 31 53l olgiil 2xy 3-16
Ledda g Glaall @ e 4is  Alee o) jaly Ayt 5 dila slaal)
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The archival and deletion of event logs shall be restricted to
authorized users and only after the expiration of the retention
period. Appropriate information and technology asset
administrators shall be authorized to carry out event log
archival and deletion.

ol Byla) Auand T8y 150 Ahlia¥) gl pla jinl s saleiul dplSa) sl
Sl aul> A sadiadl AaliaY)

Backup retrieval and recovery shall be regularly tested as per

<entity name>’'s Backup and Recovery Management Policy.

(Alternate Logging Capability) <) daawitl il dilee i 58

4-16

G Aulleal) ey ulaa YL Adlaial) 11231 Jomasi Al 50 (10 <Agall > S

. . p aagll
(s 3Sal Jamasil) 1) lan) Jmnstl Apalil) Al sl) Jans Jls b —

DA ol sy shall e Jualy Ailaid) Ll Sloan) Janas Al g cllant 13
f,m Gl Gunall LLaall aaad o 58 Jacs oL jhathy a8 40l Al (s dolac e
Lale ¢l 5 48 jall cle) Jal oLsll <Agall aul> Leadiind o (S CBlaws 353 g ALl
Gila g s a8 Agal) Jleel o ST S8 Jigis 5k oY) el o
(5 S ye il Jaaa ol ) clacd) Jla ) A AiLaYl bl dakail) Jayss

Al Jlaiyl Jhat Jla 8 g jeal e cilaa ¥l cidla Jasil
In addition to sending logs to a centralized logging system, 1-17

high risk information and technology assets shall be configured
to maintain local logs in the event of network connectivity
failure

(Event Log Availability) claa¥l Jaw i 5

Al slaall J gDl Lgaladiind AL 5 syl Joand Ao g Jurndit 4 ) il lana
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fm\.h;.\\ 4"..-",.!“5 UJ@
Ll dbaadle axe Agllaial e e clld 8 (laal) Jaas Ay 355 & 13 e
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Clasles e g siad Sl 5 <Agall anl>o dalall 4l 4l sleal) J sa¥) Jana
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<Entity name>'s information and technology assets with 1-18
protected information, or designated through risk
management assessment as requiring event logs, shall be
configured to generate event logs at all times.

st dcldl Hlae o Aaadll 5 3 C) o8 335 e 5adeia Auilia) Jaand dalail alac)
_&Uaﬁ.‘a\
. . e . 2-18
Multiple redundant logging systems with failover capabilities
shall be configured.

(Log Classification) <l Cayiias

¢l sin) e at o ol Caial cild il daladd byl g SOl caiih 1)
da e ST bl s () sSiud AGAl A5 Lol Aslas clily o D) s
A poa J8 iat Lgilaad 5a3aal) Jayl gl Y LeSleii) yhaal

hbadd)
Alaiadll

2y sllaall Cale) Yl

L by o ool 3ay gt Ll el 638 el ol dadail pa bl
Lopen Al @il Ly gl aens dajile Lol <Aeadl anl> dals Saddag

Ll slal)
Centralized logging solutions shall be treated as if they contain,

at a minimum, <entity name>’s Secret and Restricted data,
and as if they comply with all relevant confidentiality controls.

1-19

UL e sl 13g] A sllaal) Jag) guall (5 Cany cAglall
For any application log or transaction record(s) that contains ~ 2-19

data classified as Top Secret, the controls required for that
classification of data shall be enforced.

(Log Integrity and Security) Lo s s ol
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Original log integrity shall be maintained. Mechanisms to  1-20
protect log integrity can include strict access control, restricted
data repositories, etc.

Jall Ak el Jie coaailly Jlu¥) illa b cdladl il il gk
owal oY Sgigp Gaal aladiuls ((Transport Layer  Security)
il i) e asall (Cipher Suite) deseaall yadill byl

Sl aul> 8 adiaall il jlee ) & s )l a0 L (SUite B de seaa

Methods to encrypt logs during transmission and at rest shall ~ 2-20
be implemented, such as Transport Layer Security (TLS).
Recommended next generation encryption protocols and

cipher suites (such as suite B cryptography) shall be used.

Refer to <entity name>’'s Cryptography Standard.

Jie a5 Jua)¥l Alla (8 Ollad) e cBhaatll CalS LeiSay Jil g Gauka
(Message Digest) dls,ll Jiyals (Hashing) 4l Al Jw))lsa
e daiad Al Jaaeill Y glae 5 Joawil) CaliSI il ) AdLal L @lld g ¢y il
o e Slleall Jgam g s calal) 2533 Ay yand s Jaad) paa Q85 i e il

A5 5 Al cilllaie e ¢ 30 <Agall anl> d adiadl) juddll Jlee I 3-20

Methods that can detect modification of logs during
transmission and at rest, such as hashing and message digest
algorithms, shall be implemented. Mechanisms to detect
modification or attempts of modification can rely on certain
triggers such as reduction in log size, change in file hash,
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access by non-system processes (e.g., everything except
automated processes for writing and digesting logs). Refer to
<entity name>'s Cryptography Standard for integrity and
hashing requirements.

5ll 3 Lgadlal 5 slad¥) GliSiul (al e Y cladl ) Jsa sl B ol
Lads lpall Latazdl)

Access to log files and logs storage shall be restricted to the
logging system only. Access to logs shall be provided to
administrators for troubleshooting purposes only during the
troubleshooting or maintenance period.

=) el (Log Rate Limiting) <Siadl Jlu ) Janey sl cilalae | Lawa
djsuhd.\c a\;iumk.\m_s ¢daadll Ciaa Glaas ‘_,’J;‘ J:\Luﬂ\ ?LL.I

Rate limiting shall be configured to prevent denial of service
attacks for the logging system. Additionally, it shall be
configured to a reasonable threshold.

(Logging Resources) sl Jus 3 )l 5a

4-20

5-20

oAl il g Ao 353340 i) Jlasial o ha cdlanal) (jlads s Caagll
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1-21

Sufficient resources (e.g., system resources, data storage, and
network bandwidth) shall be provided to accommodate
prescribed logging activities. Log storage devices shall have
sufficient log storage for collecting logs.
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(Logging Configuration Changes) Jiwdll ililae] el juall

Glaa¥) Joasi dglee e 3 )l 5l Lo 7 Jeaae e G s gl ol ja) AlSa) (e 2all

ol A i ol

AL 3 b s (s el
ey dandl cillae) e il Jay) e sl Glo 358 sl G ol 1Y P
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) yal) Al 5 Jaadl (3Uad Led Loy duiaYl Ealaaly) Jas cilalae ) juad 40l anés
Security event log configuration changes, including scope and
monitoring frequency, shall be restricted to authorized users.

1-22

(Use of Monitoring Devices) 48l sall 3 jeal aladin)

331 5 <l il ;Jie) lgall Al 05 el 5 dlteal) UL e S e
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<l 50V (san) 428 (o (Saall (e candll s ) pall 5 eal ol <l gal alasinly e a
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L ad) cilel 2!

o) 2 adll reatieal e anill s 48yl @l gal i 8 Seal alasiul s
The use of monitoring and scanning devices or tools shall be ~ 1-23
limited to authorized users.

cel g A0l il glaall e (sl g A) jall Al paan gl Cagial
The results of all monitoring and scanning activities shall be =~ 2-23
classified as Confidential, at minimum.
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